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Abstract:

Using the ?-operator is a common and convenient way for error handling in Rust. So it is used in Rust 
for Linux (RFL) a lot, as well. However, in the error case the result in Rust for Linux is different to 
‘normal’ Rust. In ‘normal’ Rust the error case results in a nice error message which helps analyzing 
the error. While in RFL the error details are not output anywhere, usually it errors silently. This 
makes any analysis (a) if there is an error and (b) where the error is without further tools (e.g. 
debugger) nearly impossible. Present some examples for this and discuss possible improvements. 

(skip this page at presentation)



Simple example

fn larger_three(val: u32) -> Result {

    if val > 3 {

        return Err(EINVAL);

    }

    return Ok(())

}

Usage

larger_three(1)?;

larger_three(2)?;

larger_three(3)?;
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    return Ok(())
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Runtime result ‘normal’ Rust:

Error: 22

Runtime result RFL:

Note: EINVAL == 22 Note: Example code put to rust_minimal.rs and executed 
compiled in at boot time. No error output on console



Conclusion
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the error case doesn’t give any error message to the console. What

a) makes the user fail to get any idea that there is an error at all

b) makes any analysis impossible in which module in which line the error happened

Just using the ?-operator in RFL like in
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Runtime result:

rust_kernel: panicked at samples/rust/rust_minimal.rs:39:21:

larger_three(4): EINVAL

...

Nice! But …

...

------------[ cut here ]------------

kernel BUG at rust/helpers.c:51!

Internal error: Oops - BUG: 00000000f2000800 [#1] PREEMPT SMP

Modules linked in:

CPU: 1 PID: 1 Comm: swapper/0 Not tainted 6.10.0-rc1-arm64

Hardware name: aarch64 board (DT)

...

---[ end trace 0000000000000000 ]---

Kernel panic - not syncing: Oops - BUG: Fatal exception

SMP: stopping secondary CPUs

Kernel Offset: disabled

CPU features: 0x04,00001041,20100000,0200401b

Memory Limit: 6016 MB

Rebooting in 3 seconds..
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the error case gives the failing module with file name, line number and error details/code. 
This is what we are looking for!

But:

The system panics with all its consequences we don’t want!

Using expect() in RFL like in

larger_three(1).expect("larger_three(1)");

larger_three(4).expect("larger_three(4)");

larger_three(3).expect("larger_three(3)");
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Let’s try ScopeGuard

let error_log = ScopeGuard::new(|| pr_err!("Error: larger_three() returned with error\n"));
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larger_three(4)?;

larger_three(3)?;
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Let’s try inspect_err() and helper macro
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#[macro_export]

macro_rules! err_info {

    ($e:expr) => {

        pr_err!("Error in {}:{}: {:?}n", file!(), line!(), $e)

    };

}
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Runtime result:

rust_minimal: Error in samples/rust/rust_minimal.rs:40: EINVAL

This is what we are looking for!

But not always?
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Let’s have a look: What do we have in C?

1. Not all errors are verbose - not all errors are silent

In C the error handling is done ‘manually’ (like with match) what allows a case-by-
case decision if the error handler shall be verbose or not

ret = something_returning_success_or_error();

if (ret == error) 

      return –ERRVAL;

ret = something_returning_success_or_error();

if (ret == error) {

      printk(KERN_ERR “%s: Error %d\n”, __func__, ret);

      return ret;

}

versus



What do we have in C? contd.

2. Message/error levels (debug, info, crit …) 
and dynamic/runtime configuration



What do we have in C? contd.

2. Message/error levels (debug, info, crit …) 
and dynamic/runtime configuration

It’s available for RFL:

But not in combination with the ?-operator.
We are back with ‘manual’ match error 
handling, then?



Discussion: Would this be acceptable? With a separate patch introducing the err_info() macro?

--- a/samples/rust/rust_minimal.rs

+++ b/samples/rust/rust_minimal.rs

@@ -2,6 +2,7 @@

 

 //! Rust minimal sample.

 

+use kernel::err_info;

 use kernel::prelude::*;

 

 module! {

@@ -22,9 +23,9 @@ fn init(_name: &'static CStr, _module: &'static ThisModule) -> Result<Self> {

         pr_info!("Am I built-in? {}\n", !cfg!(MODULE));

 

         let mut numbers = Vec::new();

-        numbers.push(72, GFP_KERNEL)?;

-        numbers.push(108, GFP_KERNEL)?;

-        numbers.push(200, GFP_KERNEL)?;

+        numbers.push(72, GFP_KERNEL).inspect_err(|e| err_info!(e))?;

+        numbers.push(108, GFP_KERNEL).inspect_err(|e| err_info!(e))?;

+        numbers.push(200, GFP_KERNEL).inspect_err(|e| err_info!(e))?;

 

         Ok(RustMinimal { numbers })

     }

Discussion: Discuss about error handling ….

Note: Many thanks to Miguel for commenting an early version of these slides!



Backup: Example

Alice’ binder-rfc:
https://github.com/Darksonn/linux/tree/rust-binder-rfc

~220 places where the ?-operator is used

Are all ok to return/exit ‘silently’ in case of an error?

https://github.com/Darksonn/linux/tree/rust-binder-rfc
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